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[ffl^JSl] TCP/ 1 PrnhnA-Sr^LfcSfrfc 

com *mtttMKmim*mLteis&i'ZT** 

Blttr- 7 k £feS£t &-tSi*S& k . 

c wg^siK: J: -o rfiaasiifctneffiai^-^ kwies 

m-f- * k * v » r-tt toglt U . HfEISB^-* *— 
[»#JB2] tcp/i ProhaMSSSUT. L 

ANc±oraw**ifcffi»«sa»Bfc y** r-ifi-fito 

Jt oeaSr-^^Sm^^T^* k £ OSMESIS 

«E6S»^*%m»««»l8B3Wt*-* k * e 
14. traefiSfrf-^fcaMS^fckk&to. 

l, w%5fflR?-?*-%mmmT'% k # to 
firfasjaix-:? k k t to. Mieffi!<o«B;fcgs 

-ft-r* H k Srmk-f&S»Sffitai8S:<lStt:4a^ 
[ff)3<3S3J TCP/IP7nh3^^ILT> L 

ANfc*^xt«**i^«wiJwaEfcy** Kiiftto 

v ast ten Lfeie^««t'C'* ot . 
m§Bei£r-^ zwizm<om£gmiz&m-t'& t $ to 
«\ Piee&T-^srjSftrssHik. ss&^ggftw-s 

mmcoffi*mis.ir t,mz&m*- * £-s<rr & k * k: 



*»fe*^Hb-t-*}ssak «rfrtfC: k fc^fc-tsHSiss 
affl*«ifc»a*a6iKtoii»t«w*ro^9^*ie»L 

[0001] 

[JWlO«**aWfl'in *9mt. TCP/IP (Tr 
ansmission Control Protocol /Internet Protocol ) 7 

ig^flSffi $r fa t fc«^S?a tofc *SS7-o ^ 9 A SrE 

flkL.fcffiflaaE«EtoRrt-*. 
[00021 

[#SlW&fl?] W5^/a^PLC (Programabl 
e Logic Controler) s ^—9^7— a ^ k^JS* 
^S«0ia&^— y r- (Ethernet) &k'«0L.AN (Lo 
cal Area Network) tiZXiZfflgiLZVlr-y r-3Ift* $ «T 

[0003) <r<z>J: a fc>lflO-Mk LT . *S*S5to 

HKW^ti^xA toov \-C . 04 to£-?v ^-citt B ^r 

[ o o o 4 1 H4 t^-r J: a to. «e*<o©ii'>^irA 1 

0 1»±. 0 2cOi^£Sl 0 3fcl«^?itfcP 

LC 1 0 4 k . *y7'HTr 1 0 5<7)#yy 1 0 6 toSSIS 
ttfcPLClOTk. ^^10 2k^Vrmi 0 5k 
^tai:^-*--S^MKl 0 8k*»*»ffi^itTV^. 
[000 5 3 PLC 10 4. 1 07ti. TCP 

/ipynh^/^^v. yy-yr-jamtoiOtKiS-r 
^fisai^^kw^Srfidy^-/ r-tfjaasaiTv**. 

1000 6) tfc. teiSffil 0 8<4>f-^>y h=S:kcO 

LANHissassr&or. k<to-f — 9-^>yht-* 

-^•y MlfS^-y/Uic^rLT«-PLC 1 04. 10 
7mtim2tlZ^&. *fcATM;U-^g-^LTT7k 

[0 00 7) i(75^v?>Si*>'^.f-ACJ:.&TCPfeil4 

[00 OS] 5Mftffl|50PLCl 04ti3»t^m 
^E507o-f-v-hto^v»TIK^^. ^iSmXr 

i± % 4-f»»«v*-'y hoo*,eiM-r-^s-^frr&y 

«05£st§r^*^--S ( S 5 O 1 ) . iWt S . gftfflO^ 
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-3*2 is 3 yfcMASftfrt WC*xv7'S 5 0 1 VzW 
(S502) * zt*9v>3>m&.*tLht* 

*lfc*5*fc¥WS L ( S 5 0 3 K efi-r-^tfA** 
ftfck § »C«*^Sfcr-* < S 5 0 4 ) . 

■eUT, *Tv?S5Q3X*i^T-?W?^£ftX^ 

?j £*x*:ffi&T- 9 tfiSm* titz h £ £ « ^ ^ a v 
*«SrL»t4**e^frf»W& (S505) * <1Z 

x\ y*mTi-%t*M*v? 7 h^o- 

[0 0 09] S^iM<7>PLC 1 0 7i^(t^5!M 

-yy Lxmmmnp l c i o 4 ten*? ^ a y^fltt 
(seoi > * d^fcs. &Afld*r?T'-f 

^iW7f »v 7' S 6 0 1 tCBS-oT 5/ S >-^05£i 
k**Z\i**?i'9>&lftiLt& (S6 02) * 3*? 

«9Hf»DK b (S603) s mm?~?tfm<izti 
r*rv^k*fc:affijiT-^tss«^* (S6 0 

4) . ^f^S 6 0 STSiMf'-^/fiiHiS 

ftT^tv^fllBrU^kS. *4v^f7rs6 04 

^^8>tttSlLRH'**«^**J»L (S605), 

T ( S 6 0 6 ) £3££«-TU 3*? ^ a VfrWSfcUR 
* 4: £ to** T7/S6 0 3^T {*j*r- ? 

[0 0 103 

■I£#TS2:<2r9. SfiffitfOPLC 1 0 7nw 

coo i n tz*>&, mwtfmi u x t^r- * ^ 

^#T8*<*oTl*5fcfcW;h^ TCP/IP 
9. iBRfr£;fc,&££#&#>o5t. L^T. #PLC 



io4. 1 0 7x?immm\i-z>zttpv%-r. 

fc« fc<£„ PLC104, i0 7^r/y^3y 

^**zKV7'Bfl0 5k*affl»l 0 2cD£fggHl 0 3 
c<o»fl^J±*^-*^aBW1Bi 0 31: 

C0 0 1 2 J PLC 104. 10 7^ffW 

[ 0 0 1 3 ] |RHLbff>at*^Mftt«ft«M)M^ 
/HCMP (Internet Control Message Protcol ) <0p 

[00143 £<op i ngr7vy]<r*i. aififfll^PL 

C 1 04*4X3- VPXAh ' X v tl 
xmm^ft. gigill^PLC 1 0 7Ti^cO> 'y-fe-y 

dcOX^-U^-f • ^y-b-5/S:iS«fl|^PLC 10 
[00151 L*L2r#4. ^^«^(CtiE»<0KW$ 

[00 1 63 ^^. UDPrnh^^rgSSJf-^?: 
^ t tcj: o t 0^ SSH^ h X < «i ^ 
tix\>&tf. ^co^^^t>. ssmcouDpy^ 
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h KjM»%£Lr nfcfc lx t, % u d p y - y h#iE 

»fc6jgSitTV>*fc % TCPy^t^KfS&tefcrf 
[0 0 173 LtZff^X* p i ng37yKMWLft 

mzmmtfm.v*:£ ? ^^Kumummrt^ z fc 

fc # -c # =5r v % fc v> 3 mHjftPft o * . 

[00193 aMftWJ4±BW»*S*»T*Sltfc*.«T 
fcO. -f-OiWii. -J&ajWcoSffly-^Sry^^ US 
ftgffi LTfSiMSSSr^rs ZkizX*)^ V9~v b&Z 
3S#£ft*irt 6 £ fc WT? * AttB0HMe»1l;t.fc&tt 

[0020] 

feii^^fS. TCP/I Pyoh3iU$r|^IL.ft4iS 

fecOfflmTmiaiUx&te&T-? k *V9v 

ift * 35 1 o<>g5f-i£g fc s C com 1 0«3^iS£T'ilifgS 

*Lfc«nEgaf f -^ tuaastix-^ fc sfsarr -aes* 
s&fc . coeeawtei ->Tfisi»«f iifcurEessr- * fc 

fc*»<»flt^sn*ifcfe#afc-r*. 

[0021] coram iajmNcj:*iff. saa^-* 

fc ttDK LTRSr & y *■ -r h * 9 n-X L."C«WKb-r* 

ot. Lr v» s i fc k 3^^ 3 

VA<52AL?t:i*fc:^:l)ifcS-Kit-^-5ifc*<Tt . 13 

[00 22] y^-yh«5(ziS1S7 ? -5'$:^fIL 
t*y*-y HjffcH*MHgt*«T. 0Stf'J|l$*£B£ 
«-t*^i6co#fficoy h*stt&s&3?* ft fir<** fc 



[00233 19351 2 tlEKcOSB^-CA&affiSSlftffi 
4-fi5i/£iS5f^iSt±, TCP/I P7nha^t«iL 
T, LANfcloTSKSnAHIfiOiSsiagEfcy^vh 

HHs&f-tvmt* fc fc t>*3s M^Kffl-rsfc 

^^^-^Sr-^SWCy^vN^fciSSL, If 
ISf * y <•/ f- & 9 o-X LT*»fc*flllWt t . 

BdiefflStfoia^ta^^eiS-r-^^ti-s fc 
tirie^Mx-^ £s?frf s fc fc fe c traflfioisfcssa 
frh-i&imxw&%ttig& ; T-9*v9v hmiz 

tat. &&i,*fr->tzvr>rh*9v~xi,xti>t>im 

[00 24 3 £tfMMBH2«>»MteJ:*itf. »«**S6^ 

£ fc frKSiWi - fc . S«S<0l&«S:a^*> 

[00253 *^. H*S^PmSrE»r««:a6o#fflco 
V9v hS-a<t4^5?* fl 5r<^kktfc:. •f / <t<oiIi 
^S*fc : 5:-5J:3^|fi|S3t:*(n i ^<, locoy^.yb 

5&%%tm-ti>Zbt) s X$f>. Zblz, l-wV9vh 

■c&fttmai itets&xh . *<?>mcoiEmzimi,x^ 

&V9/h t#±iHkh&3ftf* 
[00263 !8*JS3 <,ztffi<7mmx$>Z>R7$£i8m& 

&Km&. TCP/IP7Dha^^LT, LAN 

^T««sftfc«oiKaat y^/ t-antizj: o 
f£is-r-^«oj*§rt?r^^rv^ fc #<os^¥-g£ffi-r-& 

*%&\*t:3mMtox*>ix. mrieeiSx-^^ifiiaffi 

awry*- -/ K«ca«r*«wtk . mEiWi9 t -^ & 
-jeBSflffiMST-* k #fcttjs<i-cg^*>-»ty 
^-. / f>^^a-xtT*^ : tDWik-r§Kisifce^ s i? 
iv&e>i%&m&frt>mi&]i£T-9 z&mi- & tziz 

iz&iwt zumt. ms&ffl?- 9 £-sgB*ni3?« t ^ 

fc & fc«£NgLfc*'-a>fcy ir«y F %9 C7— XfC 
*»*.=toHMfc-r*jiaak €r«tfi fc £#&fc-*-5. 

[0027J c«^ir»^3<o«ogtcj:n^ 5?»**%ifc 
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towards it 

[00 2 81 Btt^*tl^ft**>a9Jli<>> 

£ V7" -y t- «ff jh?««<M«% < fc. 
[00 2 9] 

[00303 01 tesRi" «fc -3 C. 4*M3>ltffiimai£ 
£ flit fcSfi^AT 1 A 1 U . i£fSiU<7)4g^S 2 fc S£fl 
(KlcO«5t^S3tAM— ^-.yh^ifCQLAN (Loral 
AreaNetwork) TMftSJlfcfiaiUftl: J: -yX&mZiVZ 

[00 3U c^iS«ffiS^«*8B2ii, ^yayw 

— ^^.-r— i'si PLC (Programable Logic Contro 
ler) ^rk*«0TCP/'I P (Transmission Control Prot 
ocol/Intemet Protocol) yah^J/Uffi^^^titz^y 

r-*«>LANfc*rUTfi!iiir-**aMW- & 

y. T-^-Q^r-^, A/UXr-y, fy7/WW. ft 

[00321 mmz* S€W<7>si^SUK3 t^ya 
7-?Xf— is9>. PLCiSrif^TCP/I P7*oh 
a/K^SiDt^^t^^U^T, y<rvhffl« 

(St^-y tW 4 ttiC. y^7 h * fc-*OH 

tttawiT < a est-* ssstrr* . 

[00 3 33 =t*K S&*3SS:2. 3J2. S-SieojJJiJIS-fT 

1E2 , 3 TfTtori&ifrii&go^H^ 4 S yyiMMie 
«#»fCftr*$*Vti3'5» ^tcJCtTCPUteO-H 

[00343 5£f3ffl9*?®*gS2 fcSflfflKOHB* 
S3K3 t*S^M-*eaSj»J4LANteJ:->-cfll)«*n, 

«S5fc3SH2 « h 5 yS'-ny-TVl^.atf h 5 yy- A 



Tt><}:V\ 

[0 0 3 53 &<C S 02&l/|M3<O7n— htcS 

[0036 3 **\ »««W>WiaH12fc:»«'*jlBa* 
02W7a-f-v-hCiS^v^r3i^*. igfUB&T 
tt, *'fW8HIOTkt'Cliak«)y^yb»53t»-r-# 

££$SH-2>yy->y hir^f-^y^-r^LTsem: 

a^ya yc05E3t5rS^-4 (S20 1) . u«i 

sftwoissT&y y-«y K^^^ysf-rvsn 

7* S 2 0 1 KH-o T 3 *y is 3 L»t, 

(S202). ^^^a^ 
atflfcftSix&i:, ^mtttf^-yKiStf^T-tttB 

mtia&thzttfx'**. ya^e 

iX-f-y^A^^n^^A^WL (S203),fe 

iir-y *» tf *tfc *: * c»4* oesif*- y 5riS(rr 

h (S2 04) . *LT» fiiiH*-^««»tflKtfB«t 
S3 f&£@ S^*^*^«SIg L (S205). iMftS 
iifc fa S Wis *y p ^«r«IS: LMft* 

(S2 06) . n^y^sVSri^T^t 

#fc*iy^-/b&yD-xu-r ( s 2 0 7 > emtrnT 

[00373 ^f->7S2 0 3T"£i*T-y#;fc 
fe-A^J^ft.TV^V^tt, Xt- v7 , S2 0 STgiMx- 

smx-yii-^jgss. tour 3o^ras8-c^i^n 

3 0f» L-fe^^Sr^JB? L(S208),-^ 

mra^^L^fc^ciiM^-r-y^iMfrr* (S2 
09) . ^^t\ ^ cde^t-'- y A^'ftMOSS^a 3 
tcSft?fl^*^*»S:5igU ( S 2 I 0 ) . iSftSixT 
V \*> t « V- -/ 7" S 2 0 3 (-H-oTiJrs^Ix-y 

m^r-fzmwLmi (S2in. -?-copat:s^^- 

S2 0 3(CM-?TffiS*^ft4»ri6* { , — ^mffliaR 

t«BrLT^L'-y^^<0^*»i<b-ii-tyy'/ h 
Sr^Q-X-TS (S213). WZ/Xf- 77S 

2 0 1 <3i-j-:7?r y y*-r^ Lti?^*^ v 3 y 
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t o o 3 8 1 z*>* $ fc„ xmicom'smmzvsi 
[00393 ztuzi-^x. uracils 

T&Z\btf ! X'%&. 

CDSSiESr^fc-tS (S301 ) . ^iOi i£fi«l<7>i$ 
tf, a a yti?iLfc^tL^:V^t'^. ; r >•/ 7* S 3 0 1 

7~s~ty$:V&$L-?& (S30 2 ) . a*?:^ ytm& 

a*^ s ^5Wa&Sft.*:£.. <&&t- 9tf&a> 
ii-C#tv^*>s*>S-WrL ( S 3 0 3 ) . 

#mt>tx.x£tzh%M$m£T-?Z5tm-$> (S3 0 

4) „ g&v f -:?£^L*&3*?i'9>'*ia4U& 
Jt-5.*»S^5r«Bft (S3 0 5) . a*?^s>SrifcT 
•T^tSitCtiy^-yKS-^n-XLr (S30 6) 

[0041] Af77S3 0 3T<£3M-r-*#j£ 

w t sr^rs/2!t>(3i^iffl3coaa^s2*^^m^n 
m. mt&3oiPi§\mTmm-zti&i>(o*<r>x'. 

*>*«*U (S3 07) . &mLX^&b$lzteAT-v 
TS 3 0 3(CM^T#<D^x-*0^&£OTrLT£ 

-^^i^g^flT < §(7)5r#0 < S 3 0 8 ) . >IiT\ 

mi-r- 9 U: k % KJiiEfrr** * k«K 
f •v7'S3 0 34;:If->T£3£S:gSft£a 1 , 

££»fc-£Ty^-y hs^o-x-f*, (s3io).t 

L-T . ntfX-'r y y S 3 0 1 C5|ot7"< >v 



( 0 0 4 2 3 Z<r> X 3 te» *%agoS«mi«SgSrflSi 

-5 fc 1 » £»;Bt*]&«»£Lfc k >PJ0r L-TEIfe tr— c 

[00433 intdioT. LT^iCfcH 
*> tyf a * 7 y a V#*it2: L£ * t fc** £ k *»ltt 

[ 0 0 4 4 3 « fct. a|BjMB«(i5Mwrr«y -r hte 

<y>t\ f lmv^vh <0*-£.m&ti t 8£. LK*Sitr 

xi>*<7)&%&tmt&zttfx'%zbti>iz, 

[00453 t't* J ->Ts l-woy^9foa«KJ:^ 
•CfitltfOIE«t^illLtv^y^-y V±T&±Z*t&b^ 

[0 04 6 3 *3t. im^mz^hmmxzti^'y 
7Wbwmi$>b coffin ftmx'iz.. x^u-f&^mizm 

f&^rSlff Li3 k Vizb$ tz*-i>X®#>xm?l:tzfm< 

[ 0 0 4 7 1 sfitfk ±^t?t:*SSI^«ll*fi5i.3t«a* 

gco^S^S^g-t^ - btfX't h . z\z\X\ wiRMm 
[00483 

[00493 znizz-ox, m&cQmft&i&^frizfflxi 

[00503 5 y^ y HfttS^-r-^tiMSfs 

B«r*3 | !:ft<09;fl!<oy*-*y h*attS^* { ^:<=S:-l> 
b b *, tc, -r«LTc7)0|R*'l?#fc ^5 J: a =5rKS^(tT- 
=3r< . 1 DW C7- -y h <7>^**SJ»fc *S i d >3r^W*^ 
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[00 5 1] ^7t. ;fci£^fcfctf&i8IStt&fc:&&*V 

tLtfcitft t %w>Til#te*tf < fc v > o z fc *^ 
a Jift^fc-flsFtlfcrS: 6 £ fc < & 0 , 



[04 ] t£^^^X^A£*gj8Ltok£^£*;lt 

[05 3 ^W^^^^A^^fflJii^HcWBiS: 
SB*** Sit a-**- h X'hh . 

[06 1 m&<7xm^xrJ>.<o£®m®^m<mm$: 

1,10 1 eiH^-rA 
2. 3 

4, 7 hyy^^-^V 

5, 8 h5^-^ 



102 

103 

104, 

105 

106 

108 



10 7 PLC 



in 



[053 



v4 



1 fiK«r\ 



X! 



I **** 



\-7 




S501 



JVES ^$ 504 
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(51)Int.C1.7 

H04Q 9/00 



31 1 



F I 

H0 4L 11/00 
13/00 



3 1 OD 
3 13 



F?-M&3£) 5K033 A AO 5 BAOS CB03 DA01 DB14 



EA01 EA05 EB08 EC01 
5K035 AA03 CCO& CC10 DD01 FR04 

GG01 JJ03 LL07 HM06 
5K042 AA01 AA08 CA05 DA18 DA35 

EA02 EA09 EA10 FA14 FA15 

LA11 NA02 
5K048 BA30 DA05 DC07 FA07 FC01 

GB05 GB10 HA01 HA02 
5K101 KK13 LL01 LL05 
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Abstract 
Problem 

To provide a transmission system with an abnormality monitoring function that can detect 
abnormalities at each socket by transmitting monitoring data for each socket in a prescribed cycle 
and monitoring the transmission line, during socket communication carried out between terminal 
devices having TCP/IP protocol. 

Means to solve 

Transmission system (1) with an abnormality monitoring function of the present invention 
is a transmission system in which terminal devices having TCP/IP protocol are connected via a 
LAN; the system can detect abnormalities during socket communication carried out between the 
terminal devices. It is characterized in that terminal device (2) and temiinal device (3) send and 
receive transmission data to and from each other, and also send and receive monitoring data for 
each socket, in a prescribed cycle, wherein an abnormality is determined to have occurred on a line 
if the monitoring data cannot be sent and received within a prescribed time, in which case, the line 
is closed, and the connection is re-established. 




Key: 1 Transmission system 

2 Terminal device 

3 Terminal device 

Claims 

1. A transmission system with an abnormality function in which terminal devices having 
TCP/IP protocol are connected via a LAN and transmission data is sent and received to and from 
the terminal devices during socket communication, 

characterized in that it comprises: a first terminal device, wherein the aforementioned 
transmission data is sent and monitoring data is also sent at a prescribed cycle to monitor 



PAGE 33/86 ' RCVD AT 9/212008 6:15:32 PM [Eastern Daylight Time] * SVR:USPTO£FXRF-6/32 * DNIS:2738300 * CSID:609 734 6888 * DURATION (mm-ss): 17-48 



SEP 02 2008 18:21 FR THOMSON LICENSING G09 734 6888 TO 815712738300 



P . 34 
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abnormalities for each socket, and if the aforementioned monitoring data cannot be transmitted 
within a prescribed time, the socket that was incapable of transmitting is closed and re-initialized, 

a transmission line by means of which the aforementioned transmission data and the 
aforementioned monitoring data transmitted by the first terminal device are transmitted, 

and a second terminal device, wherein the aforementioned transmission data and the 
aforementioned monitoring data transmitted over the transmission line are received, and if the 
aforementioned monitoring data is not received within a prescribed time, the socket incapable of 
reception is closed and re-initialized. 

2. A terminal device having TCP/IP protocol, and having an abnormality monitoring 
function to monitor abnormalities during socket communication when it sends and receives 
transmission data to and from another such terminal device connected via a LAN, 

characterized in that, when the aforementioned transmission data are transmitted to the 
aforementioned other terminal device, besides the transmission of the aforementioned 
transmission data monitoring data for monitoring abnormalities for each socket are also 
transmitted in a prescribed cycle, and if the aforementioned monitoring data cannot be transmitted 
within a prescribed time, the socket that was incapable of transmission is closed and re-initialized, 

and in that when the aforementioned transmission data are received, the aforementioned 
other terminal device, besides the reception of aforementioned transmission data, monitoring data 
transmitted in a prescribed cycle are also received by the aforementioned other terminal device for 
each socket, and if the aforementioned monitoring data is not received within a prescribed time, 
the socket that was incapable of reception is closed and re-initialized. 

3. A recording medium on which a processing program is stored for a terminal device 
having TCP/IP protocol and having an abnormality monitoring function to monitor abnormalities 
during socket communication when transmission data are sent to and received from another such 
terminal device connected via a LAN, 

characterized in that it includes processes for transmitting the aforementioned transmission 
data, processes for transmitting monitoring data to monitor abnormalities for each socket in a 
prescribed cycle, and processes for initializing the socket that was incapable of transmission after 
it is closed if the aforementioned monitoring data cannot be transmitted within a prescribed time 
when the aforementioned transmission data are to be transmitted to the aforementioned other 
terminal device, 

and in that it includes processes for receiving the aforementioned transmission data, 
processes for receiving the monitoring data transmitted in a prescribed cycle from the 
aforementioned other terminal device for each socket, and processes for re-initializing the socket 
that did not receive the aforementioned monitoring data after it is closed if the aforementioned 
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monitoring data is not received within a prescribed time when the aforementioned transmission 
data is to be received from the aforementioned other terminal device. 

Detailed explanation of the invention 
[0001] 

Technical field of the invention 

The present invention pertains to a transmission system that carries out socket 
communication between terminal devices having TCP/IP (Transmission Control Protocol/Internet 
Protocol) protocol, and in particular pertains to a transmission system with an abnormality 
monitoring function, a terminal device with an abnormality monitoring function and a recording 
medium on which a processing program is stored for the terminal device with the abnormality 
monitoring function that can detect abnormalities at each socket by transmitting monitoring data 
for each socket in a prescribed cycle to detect abnormalities- 

[0002] 
Prior art 

Previously, . socket communication would have been performed by connecting terminal 
devices, such as PCs, PLCs (Programmable Logic Controller), workstations, etc., via Ethernet or 
another LAN (Local Area Network). 

[0003] 

As an example of such communication, an ordinary transmission system that would have 
previously been used between the pump site and the processing site in a water treatment plant will 
be explained based on Figure 4. 

[0004] 

As shown in Figure 4, conventional transmission system (101) comprises a PLC (104) 
connected to a monitoring unit (103) at processing site (102), a PLC (107) connected to a pump 
(106) at pump site (105), and a transmission line (108) that connects processing site (102) and 
pump site (105). 

[0005] 

Here, PLCs (104) and (107) have TCP/IP protocol and send and receive transmission data 
during socket communication. There are multiple sockets, and sockets that transmit digital data, 
analog data, pulse data, digital output, setting value output, etc. are available. 
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[0006] 

Transmission line (108) is a transmission line that uses Ethernet or another LAN. With 
Ethernet in particular, PLCs (104) and (107) are connected via a transceiver cable, a transceiver 
and an Ethernet coaxial cable. They are also sometimes connected with an optical fiber cable 
installed in a drainage pipe through an ATM router 

[0007] 

TCP transmission using this conventional transmission system will be explained based on 
flow charts. 

[0008] 

First, processing in PLC (104) on the transmission side will be explained based on the flow 
chart in Figure 5. On the transmission side, first, the socket used to transmit transmission data, 
from among the multiple sockets, is actively opened and the establishment of a connection on the 
receiving side is requested (S501). At this time, if the corresponding socket on the receiving side is 
not passively opened, a connection is not established, so that process control returns to step S501 
and a connection continues to be requested. When the socket on the receiving side is passively 
opened, a connection is established (S502). Once a connection is established, if afterward there is 
transmission data, such as pump operating commands from an operator or the operating status of 
individual pieces of equipment, it can be transmitted at any time. Whether transmission data have 
been entered by an operator is determined (S503). Once transmission data have been entered, the 
transmission data are transmitted (S504). If it is determined at step S503 that no transmission data 
have been entered, or when the transmission data entered have been transmitted at step S504, 
whether an established connection is to be maintained is determined (S505). Here, to end the 
connection, the socket is closed (S506) and transmission is ended. To maintain an established 
connection, process control returns to step S503 and transmission is continued. 

[0009] 

Next, processing in PLC (107) on the receiving side will be explained based on the flow 
chart of Figure 6. On the receiving side, the socket to which data will be transmitted is passively 
opened and the establishment of a connection to PLC (104) on the transmission side is requested 
(S601). At this time, if the transmission side is not passively opened, no connection is established, 
so that process control returns to step S601 and establishment of a connection continues to be 
requested When the transmission side is actively opened, a connection is established (S602). After 
a connection is established, whether transmission data are being transmitted is determined (S603). 
When transmission data are being transmitted, the transmission data are received (S604). If it is 
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determined at step S603 that no transmission data are being transmitted, or if transmission data 
have been received at step S604, whether a connection will remain established is determined 
(S605). To end the connection, the socket is closed (S606) and transmission is ended. To leave a 
;tablished, process control returns to step S603 and transmission data continues to be 



connection es 
received. 



[0010] 

Problems to be solved by the invention 

However, with the conventional transmission system described above, when an 
abnormality, such as breakage of a cable on the transmission line or power disconnection of a 
terminal device occurs, it will not be possible for PLC (104) on the transmission side to transmit 
transmission data, and it will also not be possible for transmission data to be received by PLC 
(107) on the receiving side. 

[0011] 

However, regardless of the fact that an abnormality has occurred and transmission data 
cannot be sent and received, with transmission using TCP/IP protocol, once a connection has been 
normally established, the connection remains established and will not be cut off. Therefore, 
abnormalities cannot be detected by the PLCs (104) and (107), which are forced to behave as if 
transmission were happening in a normal environment. Since application software of PLCs (104) 
and (107) in particular is considered to be operating in a normal environment, it would not be 
possible to detect abnormalities. Therefore, in this situation, the operator cannot be aware of 
abnormalities until transmission data is actually transmitted, which constitutes a safety problem, in 
processing facilities in water treatment plants. For example, with communication between pump 
site (105) at a remote location and monitoring unit (103) at processing site (102), TCP/IP protocol 
transmission is often used to transmit operating signals for equipment, e.g., pumps, and the 
operating signals are generated when an operator enters commands for monitoring unit (103). 
However, the operator sometimes does not operate equipment for a long period of time, a day, e.g., 
and in such cases, the operator will first become aware of an abnormality when he attempts to 
actually operate the equipment after a long period of time has elapsed after a malfunction. If the 
operation at such times is urgent, for example, for the emergency shutdown of a pump, because the 
abnormality is only discovered at the time of operation, this results in a serious problem, such as 
during water shutoff or water supply stoppage, flooding by rainwater, flooding of the processing 
site, etc. 
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[0012] 

In addition, PLCs (104) and (107) are also sometimes trapped in a non-responsive state in 
which they cannot operate. Because no recovery system is in place for such cases, this constitutes 
even greater safety problems. 

[0013] 

Another method for monitoring line abnormalities uses the Internet Control Message 
Protocol CMP ping command. The ping command is a command that verifies whether 
communication is being performed normally in ICMP. 

[0014] 

With the ping command, an echo request message is produced and transmitted from PLC 
(104) on the transmission side, and with PLC (107) on the receiving side, when the message is 
received, an echo reply message is returned. If the echo reply message can be received by PLC 
(104) on the transmission side, it can be confirmed that here are no line obstructions. 

[0015] 

However, in this case, a dedicated socket to monitor line obstructions is provided to 
monitor line obstructions, so that the occurrence of an obstruction that does not allow all sockets to 
operate normally, cannot be reliably detected witb the method that uses the ping command, and if 
an abnormality occurs in a socket other than the monitoring socket, the abnormality cannot be 
detected with the method that uses the ping command. 

[0016] 

A method of monitoring circuits by transmitting data in a prescribed cycle with UDP 
protocol is also often used, but here, too, since a UDP monitoring socket is provided to monitor 
circuit abnormalities, if an abnormality occurs in a TCP socket and the UDP socket is transmitting 
normally, the TCP socket abnormality cannot be detected. 

[0017] 

Therefore, although a ping command or UDP protocol can be used to detect abnormalities 
in such situations as when an obstruction occurs in the entire line, an abnormality cannot be 
detected if it occurs in a socket other than the line monitoring socket. 
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Moreover, when a line monitoring function is provided, and an abnormality occurs in the 
line monitoring socket, all socket operations are stopped, so that there is also the problem that the 
operation of even those sockets that are transmitting normally is also stopped. 

[0019] . _, . 

The present invention was devised in consideration of the aforementioned situation. Its 

objective is to provide a transmission system with an abnormality monitoring function and a 

terminal device with an abnormality monitoring function that can detect abnormalities for each 

socket by transmitting prescribed cycle monitoring data to each socket in a prescribed cycle to 

detect abnormalities for each socket, as well as a recording medium on which a processing 

program is stored in a terminal device with an abnormality monitoring function. 

[0020] 

Means to solve the problems 

In order to realize the aforementioned objective, the transmission system with abnormality 
monitoring function which pertains to the invention as described in Claim 1 concerns a 
transmission system in which terminal devices having TCPAP protocol are connected via a LAN, 
and has an abnormality monitoring function that monitors abnormalities when transmission data is 
sent and received to and from the terminal devices during socket communication. It is 
characterized in that it comprises a first terminal device that transmits the aforementioned 
transmission data and transmits monitoring data in a prescribed cycle in order to monitor 
abnormalities for each socket, and if the aforementioned monitoring data cannot be transmitted, 
and within a prescribed time, the socket that was incapable of transmission is closed and 
re-initialized, a transmission line by means of which the aforementioned transmission data and the 
aforementioned monitoring data transmitted by the first terminal device are transmitted; and a 
second terminal device that receives the aforementioned transmission data and the aforementioned 
monitoring data transmitted over the transmission line for each socket, and if the aforementioned 
monitoring data is not received within a prescribed time, the socket incapable of reception is 
closed and then initialized. 

[0021] 

In the invention as described in Claim 1, if monitoring data cannot be received within a 
prescribed time, it is determined that an abnormality has occurred, and the corresponding socket is 
closed and re-initialized, and it can be prevented that a connection remains established without the 
knowledge that an abnormality has occurred, and line abnormalities can be detected quickly. 
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[0022] .. . 

Because monitoring data for each socket is sent and received and abnonnaUties are 
monitored for each socket, it is not necessary to furnish a dedicated circuit for monitoring line 
obstructions, so that not only those abnormalities that disrupt the entire line, but also those that 
affect only one socket can be detected. In addition, when an abnormality occurs that affects only 
one socket, it is not necessary to stop the operation of the other sockets that are transmitting 
normally. 

[0023] 

The terminal device with an abnormality monitoring function which pertains to the 
invention as described in Claim 2 concerns a terminal device having TCP/IP protocol and an 
abnormality monitoring function mat monitors abnormalities during socket communication when 
it sends and receives transmission data to and from another such terminal device connected via a 
LAN. It is characterized in that when the aforementioned transmission data are transmitted to the 
aforementioned other terminal device, besides the transmission of the aforementioned 
transmission data, monitoring data for monitoring abnormalities for each socket are also 
transmitted in a prescribed cycle, and if the aforementioned monitoring data cannot be transmitted 
within a prescribed time, the socket that was incapable of transmission is closed and re-initialized; 
and in that when the aforementioned transmission data are received by the aforementioned other 
terminal device, besides the reception of the aforementioned transmission data monitoring data 
transmitted in a prescribed cycle are also received by the aforementioned other terminal device for 
each socket, and if the aforementioned monitoring data is not received within a prescribed time, 
the socket that was incapable of reception is closed and then re-initialized. 

[0024] 

In the invention of Claim 2, it can be prevented that connections remain established 
without the knowledge that an abnormality has occurred, and line abnormalities can be detected 
quickly. 

[0025] 

It is also not necessary to furnish a dedicated socket to monitor line obstructions, and so 
that, not only those abnormalities that disrupt the operation of the entire line, but also those that 
affect only one socket can be detected. In addition, when an abnormality occurs that affects only 
one socket, it is not necessary to stop the operations of the other sockets that are transmitting 
normally. 



PAGE 40/86 * RCVD AT 9/212008 6:15:32 PM [Eastern Daylight Time) ' $VR:U$PTO-EFXRF«6/32 1 DNIS:2738300 ' CSID:609 734 6888 * DURATION (mm-ss):1748 



SEP 02 2008 18:23 FR THOMSON LICENSING 609 734 6888 TO 815712738300 



P . 4 1 



10 



[0026] 

The recording medium on which a processing program is stored in a terminal device with 
an abnormality monitoring function which pertains to the invention as described in Claim 3 
concerns a recording medium on which a processing program is stored in a terminal device having 
TCP/IP protocol and an abnormality monitoring function to monitor abnormalities during socket 
communication when transmission data are sent and received from another such terminal device 
connected via a LAN. It is characterized in that it includes processes for transmitting the 
aforementioned transmission data, processes for transmitting monitoring data to monitor 
abnormalities for each socket in a prescribed cycle, and processes for re-initializing the socket that 
was incapable of transmission after it is closed if the aforementioned monitoring data cannot be 
transmitted within a prescribed time when the aforementioned transmission data are to be 
transmitted to the aforementioned other terminal device; and in that it includes processes for 
receiving the aforementioned transmission data, processes for receiving the monitoring data 
transmitted in a prescribed cycle from the aforementioned other terminal device for each socket, 
and processes for re-initializing the socket that did not receive the aforementioned monitoring data 
after it is closed if the aforementioned monitoring data is not received within a prescribed time 
when the aforementioned transmission data is to be received from the aforementioned other 
terminal device. 

[0027] 

In the invention as described in Claim 3, in can be prevented that connections remain 
established without the knowledge that an abnormality has occurred, and line abnormalities can be 
detected quickly, 

[0028] 

It is also not necessary to furnish a dedicated socket to monitor line obstructions, so that not 
only those abnormalities that disrupt the entire line, but also those that affect only one socket can 
be detected. In addition, when an abnormality occurs that affects only one socket, it is not 
necessary to stop the operations of the other sockets that are transmitting normal ly. 

[0029] 

Embodiment of die invention 

Below, an embodiment of a transmission system with an abnormality monitoring function 
pertaining to the present invention will be explained based on figures. 
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As shown in Figure 1, in transmission system (1) with an abnormality monitoring function 
of the present invention, terminal device (2) on the transmission side and terminal dev.ce (3) on the 
receiving side are connected via a transmission line formed via Ethernet or another LAN (Local 
Area Network). 

[0031] 

Terminal device (2) on the transmission side is a PC or workstation, a PLC (Programmable 
Logic Controller) or another computer provided with TCP/IP (Transmission Control 
ProtocoVIntemet Protocol) protocol. It is capable of socket communication and transmits 
transmission data via Ethernet or another LAN, and also transmits monitoring data for each socket 
in a prescribed cycle. There are multiple sockets. During transmission between a processing site 
and a pump site in a water treatment plant, for example, sockets that transmit digital data, analog 
data, pulse data, digital output, setting value output, etc. are available. 

[0032] 

Terminal device (3) on the receiving side is also a PC or workstation, a PLC or another 
computer having TCP/IP protocol, and is capable of socket communication. It receives 
transmission data via Ethernet or another LAN, and also receives monitoring data for each socket 
sent in a prescribed cycle. 

[0033] 

Here, terminal devices (2) and (3) include a computer system that includes a CPU for 
performing various types of processing and a storage means for storing processing commands, the 
commands for processing and restrictions on timing performed by terminal devices (2) and (3) are 
held in the storage means, and they are loaded into the CPU and executed as necessary. 

[0034] 

The transmission circuit that connects terminal device (2) on the transmission side and 
terminal device (3) on the receiving side is constituted with a LAN- Particularly when the LAN is 
Ethernet, terminal device (2) on the transmission side is connected to transceiver (5), which is 
connected to a transceiver cable (4) and to an Ethernet coaxial cable (6). On the receiving side, 
terminal device (3) is also connected in the same way to transceiver (8), which is connected to a 
transceiver cable (7) and to Ethernet coaxial cable (6). In addition, the transmission line could also 
be set up by using an ATM router in place of a transceiver and by using an optical fiber cable in 
place of an Ethernet coaxial cable. 
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[0035] . 

Next, data transmission and abnormality monitoring by the transmission system with the 
abnormality monitoring function of this embodiment will be explained based on the flow charts of 
Figures 2 and 3. 

[0036] 

First, processing by terminal device (2) on the transmission side will be explained based on 
the flow chart of Figure 2. On the transmission side, first, the socket that will transmit data, from 
among the multiple sockets, is actively-opened to request the establishment of a connection with 
the receiving side (S201) as initialization processing. At this time, if the corresponding socket on 
the receiving side is not passively opened, no connection is established, so that process control 
returns to step S201, and the establishment of a connection continues to be requested. When the 
socket on the receiving side is passively opened, a connection is established (S202). Once a 
connection is established, subsequently, if there is transmission data, such as pump operating 
commands from an operator or operating status signals for individual equipment, the data can be 
transmitted at any time. Then, whether transmission data have been entered by an operator is 
determined (S203). If transmission data has been entered, the transmission data are transmitted 
(S204). Then whether the transmission data have been transmitted to terminal device (3) on the 
receiving side is confirmed (S205). If it has been transmitted, whether a connection is to remain 
established is determined (S206). Here, to end the connection, the socket is closed (S207) and 
transmission ends. 



[0037] 

On the other hand, if no transmission data have yet been entered at step S203, when 
transmission data are not transmitted at step S205, or a connection remains established at step 
S206, monitoring data to determine that the line is normal is transmitted. The monitoring data is 
transmitted in a prescribed cycle, for example, 30-second intervals, so that whether the prescribed 
time (for example, 30 seconds) corresponding to this cycle has elapsed is determined (S208). If the 
prescribed time has elapsed, the monitoring data is transmitted (S209). Here, whether the 
monitoring data have been transmitted to terminal device (3) on the receiving side is confirmed 
(S210). If it has been transmitted, process control returns to step S203, and it is determined 
whether there are subsequent data, and transmission is continued. On the other hand, if the 
monitoring data have not been transmitted, the monitoring data continues to be transmitted for a 
prescribed time, for example, several minutes (S2 1 1), and when the monitoring data is transmitted 
in that period, the line is determined to be normal, process control returns to step S203, and 
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transmission is continued. If the monitoring data are not transmitted to the receiving side within a 
prescribed tune, it is determined that an abnormality has occurred, the operator is notified of its 
occurrence, and the socket is closed (S213). Then, process control again returns to siep S201 , 
initialization is performed by actively opening the socket and re-requesting a connection, and the 
transmission of transmission data is again started. 

[0038] 

In this way, with the transmission system with an abnormality monitoring function of the 
present invention, when monitoring data are not received by the receiving side although the data 
continues to be transmitted for a prescribed time, an abnormality is determined to have occurred, 
the line is closed at one end, and a connection is again requested. 

[0039] 

Because a connection can thereby be prevented from remaining established despite the 
occurrence of an abnormality, abnormalities can be detected quickly. In addition, with 
transmission in a water treatment plant, the situation in which the operator is not aware of an 
abnormality until operating commands are input can be prevented. 

[0040] 

Next, processing by terminal device (3) on the receiving side will be explained based on 
the flow chart of Figure 3 . On the receiving side, first, the socket to which transmission data will be 
transmitted is passively opened and the established of a connection at the transmission side is 
requested (S301) as initialization processing. At this time, if the corresponding socket on the 
transmission side is not actively opened, no connection is established, so process control returns to 
step S301 , and a connection continues to be requested. Once the corresponding socket on the 
transmission side is actively opened, a connection is established (S302). When the connection is 
established, if subsequently there are transmission data, such as pump operating commands from 
the operator or operating status signals for individual equipment, the data can be transmitted to the 
receiving side at any time. Then, after a connection has been established, whether transmission 
data have been sent is determined (S303). When the transmission data have been sent, the 
transmission data is received (S304). After the transmission data is received, whether to continue 
the establishment of the connection is determined (S305). To end the connection, the socket is 
closed (S306) and transmission is ended. 
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[0041] „„ .... 

On the other hand, if the transmission data have not been sent at step S303, or if the 
connection remains established as step S305, monitoring data transmitted from terminal dev.ce (2) 
on the transmission side is received to determine that the line is normal. The monitoring data is 
transmuted in a prescribed cycle, for example, 30-second intervals, and whether the monitonng 
data have been received within a prescribed interval(for example, 30 seconds) is determined 

(5307) When the data have been received, process control returns to step S303, whether there are 
subsequent transmission data is determined, and transmission is continued. On the other hand, if 
the monitoring data is not received within a prescribed time interval, the system continues to wait 
for a prescribed time for the monitoring data to be transmitted, for example, several mmutes 

(5308) Here, if the monitoring data is received, the line is determined to be normal, process 
control returns to step S303, and transmission is continued. If it is not received, it is determined 
that an abnormality has occurred, the operator is notified of its occurrence, and the socket is closed 
(S310) Then, process control again returns to step S301, initialization is performed by passrvely 
opening the socket and re-requesting a connection and reception of transmission data is re-started. 

[0042] 

In this way with the transmission system with an abnormality monitoring function of the 
present invention, an abnormality is determined to have occurred if monitoring data is not received 
within a prescribed time, the line is closed at one end, and a connection is again requested. 

[0043] 

Because a connection can thereby be prevented from remaining established despite the 
occurrence of an abnormality, abnormalities can be detected quickly. 

[0044] 

In addition, with the terminal device of the present invention, because monitoring data is 
transmitted to each socket to monitor abnormalities for each socket, even when an abnormality 
affecte only one socket, the abnormality can be detected, and only the operation of the affected 
socket need be stopped. 

[0045] 

Therefore, stopping the operation of other sockets that are transmitting normally when only 
one is affected by an abnormality can be prevented. 
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[0046] • - A 

During communication between a pump site at a remote location and Hie processus site of 
a water treatment plant, the operator will no longer only first become aware of an abnormality 
when he attempts to operate the equipment, so that the emergency shutdown of a pump that has 
become inoperable will not be necessary, which would otherwise lead to serious situations such as 
water shutoff or water supply stoppage, Hooding by rainwater, flooding of the processing site, etc. 

[0047] . . . . 

Moreover, the program for realizing processing by the above-mentioned terminal dev,ces 
with an abnormality monitoring function can be stored on a recording medium, and processing by 
the above-mentioned terminal devices can be realized while the aforementioned program is 
executed and the computers are controlled by reading the program stored on the recording medium. 
Here, the aforementioned recording medium includes memory devices, magnetic disk devices, 
optical disk devices, or other devices on which a program can be stored. 

[0048] 

Effects of the invention 

As explained above, with the transmission system with an abnormality monitoring 
function, the terminal device with an abnormality monitoring function, and the recording medium 
on which a processing program is stored in the terminal device with an abnormality monitoring 
function, monitoring data is sent and received in a predetermined cycle. If the monitoring data 
cannot be sent and received within a prescribed time, an abnormality is determined to have 
occurred, the corresponding socket is closed, and connection is again estabushed. Therefore, it can 
be prevented that a connection remains established without the knowledge that an abnormality has 
occurred. 

[0049] 

Line abnormalities can be thereby detected quickly; unresponsive states in which the 
terminal device will not operate can be prevented. 

[0050] 

In addition, because monitoring data for each socket for monitoring abnormalities at each 
socket are sent and received, it is not necessary to furnish a dedicated socket for monitoring line 
obstructions, and even when an abnormality that affects only one socket occurs, diat abnormality 
can be detected. Because abnormalities at each socket are monitored, when an abnormality occurs 
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thai affects only one socket, it is not necessary to stop the operation of other sockets that are 
transmitting normally- 

100511 When the transmission system of the present invention is used for communication between 
a pump site at a remote location and the processing site in a water treatment plant, the operator will 
no longer only first become aware of an abnormality when he attempts to operate the equtpment, 
so that the emergency shutdown of a pump that has become inoperable will not be necessary, 
which otherwise would lead to the possibility of serious problems, such as water shutoff or water 
supply stoppage, flooding by rainwater, flooding of the processing site, etc. 

Rrief descrip tion of the figures 

Figure 1 shows the constitution of an embodiment of a transmission system with an 
abnormality monitoring function based on the present invention. 

Figure 2 is a flow chart for explaining processing by the terminal device on the 
transmission side in a transmission system with an abnormality monitoring function of the present 
invention. 

Figure 3 is a flow chart for explaining processing by the terminal device on the receiving 
side of a transmission system with an abnormality monitoring function of the present invention. 

Figure 4 is a block diagram for explaining transmission between a processing site and a 
pump site in a water treatment plant using a conventional transmission system. 

Figure 5 is a flow chart for explaining processing by a tenninal device on the transmission 
side in a conventional transmission system. 

Figure 6 is a flow chart for explaining processing by a terminal device on the receiving side 

in a conventional transmission system. 

Explanation of symbols 

1 s l o 1 Transmission system 

2, 3 Terminal device 

4 s 7 Transceiver cable 

5 9 g Transceiver 

6 Ethernet coaxial cable 

102 Processing site 

103 Monitoring unit 
104, 107 PLC 

105 Pump site 
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Pump 

Transmission line 
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8 



^7 



Figure 1 



Key: 1 Transmission system 

2 Terminal device 

3 Terminal device 
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Figure 2 



Key: 1 Start 

2 End 

5201 Active open 
Connection request 

5202 Has connection been established? 

5203 Have transmission data been entered? 

5204 Transmission of transmission data 

5205 Have transmission data been transmitted? 

5206 Connection to remain established? 

5207 Closing of socket 

5208 Has prescribed time elapsed? 

5209 Transmission of monitoring data 

5210 Has monitoring data been transmitted? 

52 1 1 Monitoring data continues to be txansmitted for a prescribed n 

52 1 2 Have monitoring data been transmitted? 

52 1 3 Operator is notified of abnormality, socket is closed 
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Figure 3 



KLey: 1 Start 

2 End 

5301 Passive open 
Connection request 

5302 Has connection been established? 

5303 Have transmission data been transmitted? 

5304 Reception of transmission data 

5305 Connection to remain established? 

5306 Closing of socket . , 9 

5307 Have monitoring data been received within the prescribed time interval. 

5308 Await for monitoring data for a prescribed time 

5309 Have monitoring data been received? 

53 1 0 Operator is notified of abnormality, socket is closed 
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Figure 4 



20 



Key: 101 Transmission system 

102 Processing site 

103 Monitoring unit 
105 Pump site 
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Figure 5 



Key: 1 Start 

2 End 

5501 Active open 
Connection request 

5502 Has connection been established? 

5503 Have transmission data been entered? 

5504 Transmission of transmission data 

5505 Connection to remain established? 

5506 Closing of socket 
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Figure 6 

Key: 1 Start 
2 End 

5601 Passive open 
Connection request 

5 602 Has connection b sen established? 

5 603 Have transmission data been transmitted? 

5604 Reception of transmission data 

5605 Connection to remain established? 

5 606 Closing of socket 
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